QI i k Q Security Bulletin

Searching on a field with Section Access Data Reduction may show
hidden values in the field

Qlik bug ID:  QLIK-47349
Published: 2016-01-18
Updated: -
CVSS Score: Medium

Executive Summary

In an application that uses Section Access Data Reduction, it will be possible to see a
list of values that should not be visible in the search box, by typing any value and then
deleting it. The user is not able to select any of the incorrectly shown values.
Affected Software

Qlik Sense 2.0 and later releases.

Vulnerability details

In Qlik Sense, there exists the possibility to add different visualization objects to
represent data that exists within an app. These objects may offer the end-user the
possibility to search the visualized data for a subset or particular value.

The vulnerability exposes itself within the object’s ability to refresh its data after a
search. If a user first searches for a value and then erases the search term, the object
will be refreshed with data, disregarding the reduction of data set by section access.

The user is not able to select any of the incorrectly shown values.

Workarounds

There are no known workarounds to this issue. Fixes for the vulnerability will be
released in Qlik Sense 2.2 and Qlik Sense 2.0.7.

Severity ratings and vulnerability identifiers
As this vulnerability exists in the visualizations it will not leave identifiable traces.

The qualitative CVSS score is Medium.
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